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UNIT SHEETS
This section of your knowledge
organiser contains the unit sheets
for each topic. Use them to make
sure you know what is required at
each stage of your learning.
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UNIT SHEETS
Knowledge checklist

Self-Assessment

LO Learning Objective

Now

November

Extra links to support revision
January

OCR GCSE 9-1 computer science
revision guide electronic copy

Learning Aim A- Modern Technologies
01 Adhoc Networks
02 Cloud Storage
03 Cloud Computing
04 Platforms and Services
05 Cloud and Traditional Services
06 Choosing Cloud Technologies
07 Maintenance, Set-up, and
Performance
08 Collaborative Technologies
09 Scheduling and Planning
10 Communication with Stakeholders
11 Accessibility and Inclusivity
12 How Modern Technologies Impact
Organisations
13 How Technologies Impact the way
Organisations Operation
14 How Technology Impacts
Individuals
Learning Aim B- Cyber Security
01 Why Systems are Attacked
02 External Threats
03 Internal Threats
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04 User Access Restrictions
05 Firewalls
06 Anti-Virus Software
07 Device Hardening and Encryption
08 Passwords
09 Finding Weaknesses
10 Security Policies
11 After an Attack
Learning Aim C- Implications of
Digital Systems
01 Sharing Data
02 Benefits of Technology
03 Technology and the Environment
04 Legal Requirements and
Professional Guidelines
05 Net Neutrality
06 Acceptable Use Policies
07 Data Protection Policies
08 Data and the Internet
09 Intellectual Policy
10 Criminal Use of Systems
Learning Aim D- Forms of Notation
01 Information Flow Diagrams
02 Data Flow Diagrams
03 Flowcharts
04 System Diagrams
05 Tables
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Powerful Knowledge

In this section you can find the key
information your teachers want you
to know, understand, and be able to
recall.
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POWERFUL KNOWLEDGE
BTEC DITLearning Aim A- Modern Technologies Key Terms
KEY VOCABULARY
Bluetooth

A short range technology (10 meters or less) that can connect multiple devices

Adhoc Network

A wireless network that does not rely on fixed hardware such as routers in wired
networks

Personal Area
Network

Used for data communication between devices

Tethering

Where a smartphone acts as an access point, allowing other devices to connect to
it to share its mobile broadband connection to the internet

Personal Hotspot

Using a phone’s internet connectivity to access the internet from the laptop

PIN

Personal Identification Number

Encrypted

Information or data has been converted to a type of code that cannot be
understood without a translation key

USB

Universal Serial Bus. A standard for connection sockets on computers, connecting
devices such as mice, keyboards, and printers.

Insecure

A connection where data may be intercepted by other users

Streaming

Data is sent to your device in a continuous flow when connected to the internet

Server

A computer that delivers data between machines that are connected to a local
network

Downloading

A file or document can be used when you are not connected to the internet

Uploading

A file or document can be used by you or others with access when connected to
the internet

Synchronising

Is when files help on two devices are updated to make sure that both have the
same content

Stakeholders

People with a financial investment or interest in a business or organisation

Downtime

A period of time when a computer and its services are unavailable

Geo-data

Geographical information stored in a way it can be used by your device ie. location

Syncrhonisation

Process of making two or more data storage devices or programs having the exact
same information at a given time
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Virtual Machine

Software applications that are designed to begave as if they are a whole computer

System
Administrator

A person who is responsible for a technology to make sure that are maintained and
reliable

Spam

Electronic junk mail, usually sent with a commercial purpose

Version Control

Records changes to documents and files over time so that all versions can be
recorded

URL

Uniform Resource Locator- Address of a page on the World Wide Web

ALT Test

Alternative text that describes an onscreen image for users with visual
impairments

Distributed Data

Split into lots of bits and stored in different places

Dispersed Data

Multiple copies of the same data in different locations

Wiki

A webpage that has been developed collaboratively by a group of people

Learning Aim B- Cyber Security Key Terms
KEY VOCABULARY
Intellectual
Property

An idea that you invented that belongs to you, for example a copyrighted image

Ransomware

A form of malware, usually infecting unprotected digital systems, occurring when
users open malicious email attachments

Malware

A malicious form of software that is transferred to, and then executed on a user’s
machine to damage or disrupt the system or to allow unauthorised access to data

Denial-of-service Attack on a remote computer by making it unable to respond to legitimate user
Attacks
requests
Cybersecurity

The combination of policies, procedures, technologies and the actions of
individuals to protect from both internal and external threats

Social Engineering The act of getting users to share sensitive information through a false pretext
Phishing

A cyberattack that sends spam messages to try and trick people to reply with
desired information

Pharming

A cyberattack that uses malware to direct a user to a false website that requests
information

Productivity

A measure of effectiveness- how long it takes an employee to produce an item for
sale

Firewall

A device that protects an IT system from unauthorised access by blocking bad
network traffic

Local Area
Network (LAN)

A network based on geographical location such as an office of school
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Access Control
List (ACL)

A list that tell the network which data can be sent and received

Shoulder Surfing

Obtaining sensitive personal information from a user by literally looking over their
shoulder while they use digital devices

Session Cookies

Data stored by the web browser until it is closed

Worms

Small computer programs that can spread to other programs

Trojans

Types of malware disguised as legitimate programs

Rootkit

Collection of tools or programs that allow an unauthorised user to obtain
undetected control of a computer system

Spyware

Software that is stored on a device with the users knowledge. It can gather
information about their computer activities by transmitting data secretly from
their hard drive

Vulnerable

Describes a flow of weakness in the design, implementation or configuration of a
system. Known vulnerabilities can be exploited by black hats to attack a digital
system

Security Patches

Additional settings or program codes that fix vulnerabilities in applications,
operating systems, and device firmware, and are usually downloaded from the
manufacturer

Privilege

A set of rules that allows users to use specific components or access data folder
or files

Parameter

A parameter is a set of rules to be followed or behaviours that need to be
demonstrated

Default Password

A password that is automatically allocated when your account is set up. Users are
advised to change these.

Software Audit

A manual or automated process that lists the name, version and installation date
of all software found on a digital device. The process may be carried out remotely,
for example, across a network, or in person.

Data Protection
Controller

A manual or automated process that lists the name, version and installation date
of all software found on a digital device. The process may be carried out remotely,
for example, across a network, or in person.

Remedial Action

An action taken to fix something that has gone wrong; a remedy

Learning Aim B- Implications of Digital Systems Key Terms
KEY VOCABULARY
GPS

A navigational system that uses data transmitted by satellites to calculate the
location of the GPS-enabled device.

Data Subject

An individual whose personal data is being stored.
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Consumables

Items such as ink cartridges, paper, toner, cleaning products, maintenance tools
and cables.

Motherboard

The main electronic circuit board that all the other computer components, such
as memory, processor, graphics card etc., plug into

Discrimination

The unfair treatment of individuals (or groups) based on factors such as race, age,
gender or disability.

Digital Footprint

The trail you leave when you visit different sites on the internet. You can view
your footprint by visiting the browser history section of your browser.

Trademark

The recognisable design, words or symbols that have been legally registered by a
company or individual for a company, product or name.

Patent

The exclusive rights granted to a person or organisation for a specific idea, design
or invention.

Copyright

A legal right protecting the use of your work. There are different rules about how
and when your work could be used and how long copyright is retained.

Plagiarism

Copying someone else’s work or intellectual property without acknowledging them,
claiming it as your own.

Peer to Peer

A way of explaining two systems that are connected and have the same rights
and privileges.

Cracks

Comes from the expression ‘crack the code’. This is usually a software program
that removes the need to register the software to be able to use it.
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Learning Aim A- Modern Technologies- Ad Hoc
Networks
Key terms
Bluetooth

A short range technology that connects multiple devices

Ad Hoc Network

A wireless network that does not require fixed hardware

Personal Area

A network of computers based on or around a person

Network
Tethering

Where a smartphone acts as an internet access point

Personal Hotspot

Using a phone’s internet connectivity on another device

PIN

Personal Identification Number

Encrypted

Means that data cannot be read without a key

USB

A standard for connection sockets on computers

Insecure

A connection vulnerable to interception

Streaming

A continuous flow of data sent over the internet
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Advantages

Disadvantages

More devices can

More open, so they are less secure

be added any
time
Can be set up
anywhere

Unorganised, with no device in control

They require
limited set-up

The more devices, the slower the speed

Personal
Hotspot

Bluetooth
Headphones

Ad Hoc
Networks

Open
(Free) Wi-Fi
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Learning Aim A- Modern Technologies-Cloud
Storage

What can be stored in the cloud?
Data back-ups
Photos and videos
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Documents

Learning Aim A- Modern Technologies-Cloud
Computing
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Learning Aim A- Modern Technologies- Platforms
and Services

Cost
Security

Ease
of Use
Features
that affect
platform
selection

Frequency
of Updates

Accessibility

Storage
Space

Common Platform Types
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Desktop PC

Laptop

Tablet

Smartphone

Learning Aim A- Modern Technologies- Cloud and
Traditional Systems
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Learning Aim A- Modern Technologies- Choosing
Cloud Technologies
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Learning Aim A- Modern TechnologiesMaintenance, Set-Up and Performance

Downtime can be caused by:

Interrupted internet
connectivity

Cyber attacks

Scheduled updates
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Learning Aim A- Modern TechnologiesCollaborative Technologies

21

Learning Aim A- Modern Technologies- Scheduling
and Planning

22

Learning Aim A- Modern TechnologiesCommunication and Stakeholders

23

Learning Aim A- Modern TechnologiesAccessibility and Inclusivity

24

Learning Aim A- Modern Technologies- How Modern Technologies Impact
Organisations

25

26

Learning Aim A- Modern Technologies- How Technologies Impact the way
Organisations Operate

27

Learning Aim A- Modern Technologies- How Technology Impacts Individuals

28

Learning Aim B- Cyber Security- Why Systems Are Attacked

29

Learning Aim B- Cyber Security- External Threats

30

Learning Aim B- Cyber Security- Internal Threats

31

Learning Aim B- Cyber Security- User Access Restrictions

32

Learning Aim B- Cyber Security- Firewalls

33

Learning Aim B- Cyber Security- Anti-Virus Software

34

Learning Aim B- Cyber Security- Device Hardening and Encryption

35

Learning Aim B- Cyber Security- Passwords

36

Learning Aim B- Cyber Security- Finding Weaknesses

37

Learning Aim B- Cyber Security- Security Policies

38

Learning Aim B- Cyber Security- After an Attack

39

Learning Aim C- Implications of Digital Systems- Sharing Data

40

Learning Aim C- Implications of Digital Systems- Benefits of Technology

41

Learning Aim C- Implications of Digital Systems- Technology and the
Environment

42

Learning Aim C- Implications of Digital Systems- Legal Requirements and
Professional Guidelines

43

Learning Aim C- Implications of Digital Systems- Net Neutrality

44

Learning Aim C- Implications of Digital Systems- Acceptable Use Policies

45

Learning Aim C- Implications of Digital Systems- Data Protection Principles

46

Learning Aim C- Implications of Digital Systems- Data and the Internet

47

Learning Aim C- Implications of Digital Systems- Intellectual Property

48

Learning Aim C- Implications of Digital Systems- Criminal Use of Systems

49

Learning Aim D- Forms of Notation- Information Flow Diagrams

50

Learning Aim D- Forms of Notation- Data Flow Diagrams

51

Learning Aim D- Forms of Notation- Flowcharts

52

Learning Aim D- Forms of Notation- System Diagrams

53

Learning Aim D- Forms of Notation- Tables
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Practice Pages

In this section you can find the key
information your teachers want you
to know, understand, and be able to
recall.
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PRACTICE PAGES
Learning Aim A- Modern Technologies1. Amy is on holiday at the countryside. She wants to contact her friends on
social media but there is no mobile signal in the house she is staying in.
She goes to the local café which advertises a Wi-Fi connection.
a) Give Two possible reasons why she cannot get a mobile signal in the
house? [2]
b) Describe one way in which she can connect to the internet using the
cafes Wi-Fi connection? [2]
c) State one performance issue associated with using the network
provided by the café? [1]

2. Ewan is travelling to work by train. There is no Wi-Fi connection and Ewan
needs to connect his laptop to the internet so that he can download some
images for an assignment he is working on.
a) Describe how he can use his mobile to set up an ad hoc network to
access the internet? [4]
b) Occasionally Ewan loses the signal and the internet connection is
dropped. Give one reason why this might happen? [2]
c) Describe two other issues that may influence Ewan’s decision to use
an ad hoc network? [4]

3. This question is about telephone communication.
a) Describe two issues affecting cell network availability in the UK? [4]
b) b) Describe one reason why telephone communication in developing
countries has improved over the past few years? [2]

4. BetterBake is a small online retailer selling kitchen tools and utensils.
Their office computers are connected in a local area network with a file
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server which stores their company data. The file server's hard disk is
almost full.
a) Describe what is meant by cloud storage? [2]
b) Explain three advantages to BetterBake of using Cloud Storage? [6]
c) BetterBakes management has decided to invest in cloud storage
software which will enable members of a team putting together their
next catalogue to work together on the document at the same time.
Describe two facilities of the software which enables this type of
collaboration. [4]
d) The BetterBake website is currently hosted on the company’s web
server. They have experienced problems on some occasions and have
decided to engage a web provider to create and host a new web site in
the cloud.
Describe two possible problems, apart from disk storage space, that
will overcome by having a website hosted by a web provider? [4]
5. Joanne wants to sign up for a music streaming service (Spotify. iTunes).
She needs the ability to download and save music on her device.
a) Explain three other factors she should take into account when
choosing a streaming service? [6]
b) Zena pays a monthly subscription to a music streaming service. One of
the features the service offers is the ability to download and save
music on her device.
Explain two reasons why Zena may find this useful? [4]
6. Bryan is the IT manager at HKL LDT, a furniture manufacturer. One of
his jobs is to carry out an assessment of risks of the data and software
owned by the company.
a) Give two events which could have a server impact on the @IT
department’s ability to continue functioning normally. [2]
b) Loss of data may be one result of a catastrophic event.
Explain how the use of cloud storage can lessen the risks of data lose.
[2]
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c) Explain one way in which cloud storage provides can ensure that, if the
data in their storage facility is hacked, the hacker will not be able to
make use of the data. [2]
7. Gemma is the Managing Director of a small, rapidly growing company. The
number of employees has doubled over the past year from ten to twenty.
Disk storage space on the network server is running out. She has been
investigating the advantages of moving to cloud storage and cloud
computing
a) Describe what is meant by cloud storage? [2]
b) Describe what is meant by cloud computing? [2]
c) Explain two ways in which moving to cloud storage could save money on
hardware costs. [4]
d) Explain two ways in which moving to cloud computing could save money
on employee’s costs. [4]

8. Davis & Gordan is a firm of architects. They have 30 employees. They
have recently changed from a traditional server-based networks to a
cloud computing and cloud storage system.
a) Their cloud computing software makes it possible for them to create
teams of architects and designers working from home as well in the
office.
Explain two benefits to Davis and Gordan of allowing people to work
from home. [4]
b) Describe three tools available using cloud software that will make it
way for members of a team, some of them in the office and some
working from home, to collaborate on a project. [6]

9. VillaHoildays is a travel company which organises week-longed holidays for
families and groups wanting to stay in a villa in Italy or Greece. Their
head office is in London and they have a local manager in each area where
they manage villas rented out by owners.
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a) Describe two modern technologies which keep local managers informed
about details of holidays bookings made by the head office in London.
[4]
b) Holiday bookings can be made over the phone or online using the
company website.
Describe two reasons why customers may prefer to use the online
booking system rather than the telephone. [4]
c) The company produces an online catalogue with one page for each villa
that can be rented. They also publish a glossy, 440-page catalogue
which they mail to all past customers and to anyone who requests a
printed catalogue.
Discuss the advantages and disadvantages of producing a printed
catalogue in addition to having a website
10. Susan is a partially sighted programmer working in the head office of a
large software company.
a) Describe three ways in which the operating system interface can be
adjusted for Susan to make it easier for her to work effectively? [6]
b) Susan is married with two small children.
Discuss the advantages and disadvantages to Susan of an arrangement
whereby she can work at home for three days a week. [6]
11. Websites can be made more accessible for people with disabilities.
a) Describe two features of a website which can help to make it
accessible to a deaf person? [4]
b) Describe two benefits to a company of making a website accessible to
people with disabilities? [4]

12. Thomas owns a gym. Members book sessions on his website. Thomas uses
cloud software for gym management and to plan his staff rota. Gym
coaches log into the planning software to enter the hours that they are
available to take classes or individual coaching sessions the following
week. All the data on coaches and gym members is held in cloud storage.
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a) Describe two benefits of using a cloud provider in regard to the
security of data. [4]
b) Describe two essential elements of infrastructure that are required
for the gym’s IT systems. [4]
c) Describe one drawback of using cloud software. [2]

13. Children are increasingly using many modern-day technologies including
smartphone, social media, file sharing, and streaming services at younger
and younger ages.
a) Explain two ways in which younger users can suffer from the use of
such technologies. [4]
b) Discus the positive impacts on teenagers of using modern day
technologies. [6]

Learning Aim B- Cyber Security
1. A person who gets access to a computer system without permission is
known as a ________.
2. Viruses, worms and trojan horses are examples of ________.

3. A ________ replicates itself in order to
spread to other computers.
4. Negative program code which causes damage, takes control, or provides
access to the computer is known as a _________ .
5. Software which holds a computer hostage by locking or encrypting access
to it is known as ___________.

6. A set of programs that aims to gain root or administrator access to a
computer is known as a _________ .
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7. A attack which infects a computer by sending as many requests as it can
to the server is known as a _________.

8. An attack which allows an attacker to spy on a user’s computer without
their consent is known as _________.

9. An attack which creates zombie devices which can be controlled by one
central computer is known as a _________.

10. The ability to obtain confidential information by asking people for it is
known as _________.

11. Emails, texts or calls sent to users pretending to be from a bank or
website is known as __________.

12. An attack by a hacker that redirects a legitimate websites’ visitor to a
fake site is known as __________.

13. An Act which prevents the creation of malware including viruses is part
an act known as ________.

14. An Act which prevents the creation of malware including viruses is part
an act known as ________.

15. An Act which prevents unnecessary processing or storing data is part of
an Act known as ________.

16. Data can be lost by many methods e.g. accidental deletion, however it can
be retrieved by using ________.
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17. One of the biggest concerns to a company from a cyber attack is
________.

18. Physical Controls to prevent data and security breaches include
________.

19. Technical Controls to prevent data and security breaches include
________.

20. Legal Controls to prevent data and security breaches include ________.

21. When attackers go through bins where data has not been destroyed it is
known as ________.

22. When Computer security or encryption is not used or sufficient to stop a
data
breach occurring. It is known as __________ of data.

23. Information can be stolen using portable storage devices. Organisations
can prevent this by ________.

24. Cyber attacks and incidents will reduce a companies productivity. This
known as _________.

25. A program attempts passwords using words in a dictionary. This will likely
include common words or passphrases. This known as a _________.

26. A _______ attack attempts to try changing each letter in turn until
it finds the password.
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27. Many smart phones and companies use fingerprint scanners and face
recognition, this known as ___________.

28. To find weaknesses and improve security some companies hire a
_______ hacker.

29. A ________ hacker will find and report vulnerabilities to a company,
without the companies knowledge .

30. A Wi-fi access point which is insecure can be identified through
_________ in a companies system.

31. __________ involves making devices, systems and networks more secure
from hackers and attacks, e.g. restricting user privileges.

32. __________ can be ran on dedicated hardware or as software. They can
detect block packets from malicious computers.

33. Transmitted data through some websites use ____ to encrypt the
connection to the server.

34. ________ encodes the data so that it can only be read with a key or
password .

35. A policy which explains how all employees need to act when using IT is
known as a ___________ policy.
36. A _______ is often checked as they are created to make sure that they
conform to the parameters given in a required policy.
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37. A _____ system is where two hard disks are used to store identical
data. If one breaks it can instantly be removed and replaced.

38. Five actions; Investigate; Respond; Manage; Recover; Analyse. Should be
carried during the ___________ process.

Learning Aim C- Implications of Digital Systems
1. A digital action left behind by someone is known as a ________.

2. Data generated by mobile digital devices is known as ________ data.

3. Receivers found in digital devices to locate orbiting satellites are known
as ____.

4. Data that is exchanged by a company and customer for goods is know as
______________

5. _________ are small text files stored on users devices after they visit a
website.

6. Benefits for individuals using shared data can be both __________ and
____________.

7. Organizations can inform ________ by analyzing shared data.

8. Organizations can improve ________ by analyzing operational data.
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9. ______ can be a drawback to sharing data.

10. ______ can be a drawback to sharing data.

11. ______ can be a drawback to sharing data.
12. ______ can be a drawback to sharing data.
13. The Mining of ________ leads to contamination and erosion – negatively
impacting the environment.

14. Discarded computer equipment is known as _________.

15. Unplugging devices and shutting down computers is a way of
______________.

16. _______ should be given to everyone to be as inclusive as possible.

17. People must be treated fairly when accessing IT. The ________ (2010)
combines all relevant legislations .

18. The difference between those who have and don’t have access to
technology is known as the ________________.

19. _____ is the Professional body of IT. Their code of conduct ensures
companies do not discriminate.

20. Disabilities are helped by companies following the __________
guidelines
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21. Treating all data we use the same is known as _____________.

22. Treating all data we use the same is known as _____________.

23. A policy which explains how all employees need to act when using IT is
known as a ___________ policy.

24. ______ can be both tangible (computers, printers etc.) and intangible
(documents, videos, patents and brands).

25. ________ policies can be put in place to change workers habits when
using sites such as Facebook, Instagram and Twitter.

26. An Act which prevents unnecessary processing or storing data is part of
an Act known as ________.

27. Copyrighted materials and patents are protected by
the________________.

28. Names or symbols used by a company so that they cannot be used by
others are known as __________.

29. _____are made up of trademarks like company logos and product names.

30. Viruses, worms and trojan horses are examples of ________.
31. An Act which prevents the the creation of malware including viruses is
part an act known as ________.
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Learning Aim D- Forms of Notation
1, This diagram represents a ______________.

2. Arrows on the diagram represent the _________.

3. Tables, charts, diagrams, and storyboards are methods of _________.

4. This is an example of a simple _________.

5. This is a symbol used to represent an _______.
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6. This is a symbol used to represent an _______.

7. This is a symbol used to represent an _______.

8. A _________ is often a clearer way to present the steps required to
complete a task.

9. This symbol is used to represent a _______ in a Flowchart.
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10. This symbol is used to represent a _______ in a Flowchart.

11. This symbol is used to represent a _______ in a Flowchart.

12. This symbol is used to represent a _______ in a Flowchart.
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13. A ________ allows us to store a number or text in flow chart.

14. A mouse and keyboard are devices which allow ______ into a system..

15. A printer and monitor are devices which allow ______ from a system.

16. A Hard Disk is a type of ________ device.

17. A _______ is an upwards or downwards shift in a data set over time.

18. _______ information is good for giving further analysis of data.

19. Presenting information as ________ allows data to be extracted easier.
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Revision Tools
Use this section of your knowledge
organiser to support you with
revision. Test yourself and then use
the revision resources to help you
fill the gaps in your knowledge.
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Revision Tools
Learning Aim A- Modern Technologies-
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Revision Tools- Write down everything you can about Ad Hoc networks in 5 minutes
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Learning Aim B- Cyber SecurityRevision Tools- Write down everything you can about system attacks and threats in 5 minutes
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Learning Aim C- Implications of Digital Systems
Revision Tools- Write down everything you can about digital system implications in 5 minutes
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Learning Aim D- Forms of Notation
Revision Tools- Write down everything you can about forms of notation in 5 minutes
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